
 
 

 
 

UNITED STATES CYBER COMMAND 

CYBERSECURITY AWARENESS NEWSLETTER 

 

 

 
     

 

Additional Government Resources and Useful Links 

 

Cybersecurity Awareness Information 

https://staysafeonline.org/ 

Cybersecurity Skills Shortage: A State of Emergency 

https://www.csoonline.com/article/3258994/data-protection/cybersecurity-skills-shortage.html 

 

General Cybersecurity Tips and Advice 

https://www.stopthinkconnect.org/tips-advice/general-tips-and-advice 

 

 

 

Millions of Rewarding Jobs: Education 

for a Career in Cybersecurity 

The shortage of cybersecurity professionals puts 

an enormous risk on our national security, our 

economy and everything that relies on the cyber 

domain. Growing the next generation of skilled 

cybersecurity professionals and training the 

cybersecurity professionals already in the 

workforce is a critical step in enhancing and 

strengthening our cyber defenses. 

 

 

 “A key risk to our economy and security 
continues to be the shortage of cybersecurity 
professionals to safeguard our ever-

expanding cyber ecosystem. Raising the next 
generation of interested and capable 

cybersecurity professionals is a starting point 
to building stronger defenses. There are 
limitless opportunities to educate students of 

all ages – from high school into higher 
education and beyond – on the field of 

cybersecurity as they consider their options. 
In addition, veterans and individuals who are 
looking for a new career or re-entering the 

workforce, should explore the multitude of 
well-paying and rewarding jobs available. 

Week 2 will encourage students and 
professionals to explore cybersecurity as a 
viable and rewarding profession.” 

-StaySafeOnline.org 

 
 

 

We Are At Risk! 
One of the greatest risks to our cybersecurity is the 
shortage of professionals to protect the vast networks 
that we are creating. The demand for cybersecurity 
experts is growing at three and a half times the pace 
of the overall IT job market. In addition to 

professionals whose jobs are to protect the Internet, 
people are adopting technology at earlier ages, 

including fully connected classrooms, access to mobile 
devices and digital  social networks. It is critical that 
we take the steps necessary to build the next 
generation of cyber professionals and that we prepare 
students entering the workforce and adulthood to use 

technology safely, securely, ethically and productively. 
 

 

 

 
 

 

 

 

 

 

The Need for Cybersecurity Professionals 
 
Some experts are predicting that there will be over 
500,000 unfilled cybersecurity positions by 2021. 
According to the Information Systems Audit and 

Control Association, every year up to 40,000 security 
analyst positions and at least 200,000 other cyber 
related positions are left unfilled. Behind every data 
breach, new strain of malware and ransomware attack 
are tech companies that are fighting to restore order 
and peace of mind. The lack of cybersecurity 
professionals creates risks for national and homeland 

security.  
 

https://www.dflabs.com/the-top-5-challenges-faced-by-security-operations-center/ 

https://staysafeonline.org/
https://www.stopthinkconnect.org/tips-advice/general-tips-and-advice
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Top Cybersecurity Skills 

 
In 2018 certain skills are in particularly high demand 
and only expected to grow in the coming years. 
Consider expanding your knowledge or a career in one 

of the following areas. 

 Intrusion Detection: This area of cybersecurity 

involves discovering potentially harmful malware 

or activity that has the ability to compromise the 
integrity, confidentiality and or availability of data. 
Some common types of intrusion detection are 
network-based detection and host-based detection. 

 

 Secure Software Development: The key to secure 

systems, corporations and products is the 
development of secure software. Secure software 
developers strive to develop software that lacks 
security vulnerabilities. 
 

 Risk Mitigation: This skill involves discovering new 

risks, tracking identified risks, and developing risk 
mitigation plans. Risk mitigation professionals 
specialize in considering what might happen in the 

event of a breach and how to immediately respond 
to minimize data loss. 
 

 Cloud Security: Since everything is moving to the 

cloud there is going to be an ever-growing market 
for cybersecurity professionals with cloud security 
expertise. Threats that are particular to cloud 
security include things like data breaches, cloud 
server attacks and hijacked accounts. 

 

 Security Analysis: This growing area of 

cybersecurity involves analyzing networks and 
developing innovative solutions to prevent 
attackers from stealing data and infiltrating 
networks. 

 

 
 

 
 

 
 

 
 
 

 
 

 
 
 

 
 

 

 
Coming Up Next Week:  

CSAM Week 3: October 15-19 
It’s Everyone’s Job to Ensure Online Safety at Work 

 
 

USCYBERCOM OCIO 

The Office of the CIO serves as the IA Subject Matter 

Experts for the Command.  It is our mission to protect 

the confidentiality, integrity, and availability of 

Information Systems (IS) and networks throughout 

USCYBERCOM, while managing a customer-orientated 

IA organization capable of meeting the needs of all 

USCYBERCOM customers. 

 

https://swimlane.com/blog/cybersecurity-staffing-shortage/ 

https://staysafeonline.org/
https://www.stopthinkconnect.org/tips-advice/general-tips-and-advice

